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1. SELECTED LEGAL ISSUES IN CBRN-E

International terrorism as a social phenomenon is one of the most serious 
contemporary threats to national and global security. The targets of terrorist and 
extremist groups might include industrial plants and research institutes (located 
in cities), that use dangerous substances. A  terrorist attack on such facilities 
might lead to an industrial failure, with effects going beyond their grounds and 
biohazards causing epidemics.

The essence of terrorism is lawlessness and illegal use of violence in attacks 
using combat assets, with the aim of enforcing an activity, or intimidating a given 
community or government in order to achieve political, social, religious or 
personal goals. In order to maximise the number of victims, terrorists might also 
use unconventional weapons: weapons of mass destruction (WMDs). In the 
literature, this is referred to as ‘superterrorism’.

Terrorists can obtain weapons of mass destruction and the technology for 
their production thanks to, for example, funds received from domestic or foreign 
states, e.g. Iran, North Korea, and Syria. What has also substantially contributed 
to this is the lack of any control over the weapons of mass destruction stockpiled 
in the area of the former USSR. In other countries, potential material suppliers 
include all kinds of chemical plants, biological laboratories, RTG facilities and 
radioactive waste disposal sites, while the Internet offers unrestricted access to 
information about the production of such weapons.

Reasons for attempts to use weapons of this kind by terrorist groups include:
 – The intention to kill as many people as possible in a terrorist attack;
 – The intention to escalate violence through the use of fear, in order to 

create panic and enhance the psychological effects;
 – The desire to gain a  clear advantage before negotiations with state 

governments – political blackmail;
 – Ensuring terrorists’ anonymity: attack can remain undiscovered for a long 

time, allowing the terrorists to flee the area, and optionally spread the substances 
over a larger area;

 – Causing economic and social damage.
Weapons of mass destruction (WMDs) were originally classified in the 1950s, 

during the Cold War, as ABC weapons (Atomic, Biological and Chemical). Today, 
the modern American acronym NBCR is used: Nuclear, Biological, Chemical and 
Radiological. These all refer to modern munitions that are lethal or non-lethal to 
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living organisms and, to some extent, inorganic matter, and act on a  large scale, 
meaning large areas, large numbers, huge striking power with terrifying effects, 
leading to irreversible changes to the environment. Their agents can be far more 
effective than conventional weapons, and it is impossible to determine their 
harmful effects over time. 

Mass killing agents released as a result of terrorist attacks might be dangerous 
to the health and life of people in contaminated or infected areas. It is very difficult 
to counteract the effects of such incidents and secure all of their potential sources 
– the greatest allies of terrorists are incompetent authorities, poorly organised 
rescue services, panic, and low levels of education about such incidents.

1.1. Nuclear Weapon (Laws Covering Nuclear Weapons)

After the Second World War, various other countries (following the United 
States) sought to obtain nuclear weapons. The atomic countries were joined by 
the Soviet Union, the United Kingdom, France, and China. As a result of this arms 
race, the world potentially faced global nuclear war. However, strong awareness of 
the threat of extermination of human civilisation among the decision-makers 
of the two largest powers, led to the taking of preventive actions. A significant role 
in the limiting of the nuclear proliferation and in the reduction of nuclear arsenals 
was played by the United Nations. Under the auspices of the UN, different working 
groups, committees and organisations prepared and ratified different treaties on 
nuclear weapons. The most important of these include:

 – The Antarctic Treaty of August 4 1963, which forbade the military use of 
Antarctica, including the storing or testing of nuclear weapons; 

 – Partial Nuclear Test Ban Treaty of 5 August 1963, which forbade nuclear 
tests over ground, underwater and in outer space, but did not forbid underground 
nuclear tests; 

 – The Treaty on Principles Governing the Activities of States in the 
Exploration and Use of Outer Space, including the Moon and Other Celestial 
Bodies of 7 January 1967, which forbade placement of nuclear weapons in outer 
space;

 – The Treaty on the Prohibition of Nuclear Weapons in Latin America 
and the Caribbean of 14 February 1967, which forbade the countries of Latin 
America and the Caribbean any work on the development of nuclear weapons; 

 – Nuclear Non-Proliferation Treaty (NPT) of 4 August 1963, which 
forbade the proliferation of nuclear weapons and technologies and conducting 
any further work in this respect;

 – The Treaty on the Prohibition of the Emplacement of Nuclear Weapons 
and Other Weapons of Mass Destruction on the Sea-Bed and the Ocean Floor 
and in the Subsoil thereof of 11 February 1971;
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 – Strategic Arms Limitation Talks I (SALT I) of 26 May 1972, which was 
the first treaty on the limitation of strategic armaments. It determined the limits 
for armaments of both superpowers, however, it did not mention limitation of 
existing arsenals. Signatories: the United States and the Soviet Union;

 – The Treaty on the Limitation of Underground Nuclear Weapon Tests of 
18 May 1974, which limited underground nuclear tests to a yield of 150 kilotons. 
Signatories: the United States and the Soviet Union;

 – Strategic Arms Limitation Talks II (SALT II) of 18 June 1979, which was 
the second treaty on the limitation of strategic armaments. Implementation of 
the treaty’s provisions made it necessary to withdraw certain types of warheads. 
Signatories were the United States, the Soviet Union and the United Kingdom; 

 – The South Pacific Nuclear Free Zone Treaty of 6 August 1985, which 
forbade testing, developing or obtaining nuclear weapons by countries from the 
South Pacific region; 

 – The Intermediate-Range Nuclear Forces Treaty of 8 December 1987, 
which banned the possession of short- and intermediate-range missiles (500–
5,500 km). All such missiles were eliminated (including the American Pershing 
missile and the Soviet SS-20 and SS-23);

 – Strategic Arms Reduction Talks I (START I) of 5 December 1994, which 
was the first treaty on the reduction of strategic arsenals. It introduced a limitation 
on the number of strategic warheads of about 30% of then-current stocks. The 
signatories were the United States and the Soviet Union. However, on account of 
its dissolution in 1991, the protocol was signed by Russia, Belarus, Kazakhstan 
and Ukraine;

 – Strategic Arms Reduction Talks II (START II), which was the second 
treaty on the reduction of strategic arsenals and constituted an entire package of 
documents. Ratified by the United States Senate in 1996, but not ratified by the 
Russian State Duma. It introduced further limitations on the number of nuclear 
warheads (to 3,000–3,5000) of both signatories. Pursuant to the Treaty, the use 
of multi-head missiles (MIR V) in intercontinental ballistic missiles (ICBMs) 
was also banned; 

 – Comprehensive Test Ban Treaty (CTBT) of 10 September 1996, which 
banned the conduct of nuclear tests by all countries owning nuclear weapons; 

 – Strategic Offensive Reductions Treaty (SORT) of 24 May 2002 (it came 
into force on 1 June 2003), which concerned the reduction of strategic offensive 
possibilities. The Treaty introduced the limitation of the strategic arsenals of its 
signatories to 1,700–2,200 operationally deployed warheads each;

 – Strategic Arms Reduction Treaty (START) of 8 April 2010 (it came into 
force on 5 February 2011), on the means of further reduction and limitation of 
strategic offensive forces (also referred to as START-3 or New START). This 
Treaty replaced the provisions of SORT and reduced the number of strategic 
nuclear missile launchers by half (including intercontinental ballistic missile 
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launchers, submarines and strategic air forces). The treaty did not limit the 
number of liquidated missiles. 

The fundamental international treaty forbidding the proliferation of nuclear 
weapons is the Nuclear Non-Proliferation Treaty. It was signed on 1 July 1968. 
Until 2008, its signatories included 189 countries. Only three countries refused 
to ratify it: Israel, India and Pakistan, while North Korea signed the Treaty in 1985 
but withdrew from it in 2003. The Treaty was concluded for 25 years, and with 
a decision of its signatories in May 1995, was extended indefinitely. The Treaty 
was signed by Poland on 1 July 1968 and ratified on 3 May 1969. According to 
Polish law, it came into force on 5 May 1970.

The Treaty obliges nuclear countries not to provide anyone, directly or 
indirectly, with nuclear weapons or other nuclear explosive devices or control over 
such weapons or such explosive devices, and not to assist, encourage, or induce 
any of the non-nuclear countries to produce or otherwise acquire such weapons or 
control over such weapons or explosive devices. Furthermore, it emphasises the 
principle of making available the benefits and scientific information connected 
with the use of atomic energy for peaceful purposes. Nuclear countries were 
also obliged to make efforts to prevent the outbreak of nuclear war. Non-nuclear 
countries were obliged not to accept from anyone, directly or indirectly, nuclear 
weapons or other nuclear explosive devices or control over such weapons or such 
explosive devices, and not to produce or otherwise acquire such weapons, and 
not to seek or accept any help in their production. But the countries that did not 
sign the treaty have not been excluded from international work in the nuclear 
field. In certain cases, their situation is more favourable than with the parties to 
the treaty, as they are not obliged to subject themselves to detailed international 
inspections.

Disarmament efforts by international organisations and individual states 
have not stopped nuclear testing. During the Vietnam War and the Cold War, 
work on a treaty that would regulate the ultimate cessation of nuclear testing was 
abandoned.

1.2. Chemical Weapons

The first milestone in the codification of the law of war is considered to be the 
negotiation of the 11 Hague Conventions, which combined the respect for law 
with the customs of war on land. The 2nd Convention, dated 29 July 1899, and the 
4th Convention, dated 18 October 1907, banned in particular the use of poisons 
or poisoned arms, bullets and materials that might cause superfluous injuries.

Other diplomatic attempts to limit the use of chemical weapons during war 
led to the signing of the Geneva Protocol in 1925 for the Prohibition of the Use in 
War of Asphyxiating, Poisonous or other Gases, and of Bacteriological Methods of 
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Warfare, and the Convention on the Prohibition of the Development, Production 
and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their 
Destruction in 1972. However, these documents did not specify any ways in 
which it could be verified as to whether they are followed. In consequence, many 
countries, despite having ratified the conventions, more or less openly worked 
on chemical weapons. Thus, creation of a new treaty was proposed that would 
provide for methods of controlling the spread, stockpiling and destruction of 
chemical weapons. 

On 13 January 1993, one of the most significant documents of international 
law, the Convention on the Prohibition of the Development, Production, 
Stockpiling and Use of Chemical Weapons and on their Destruction – a.k.a. The 
Chemical Weapons Convention (CWC), was signed. The Convention has been 
in force since 29 April 1993 and has been signed by 127 countries.

The CWC is the first treaty in history that assumes complete elimination of 
the proliferation and use of chemical weapons, which is supposed to be achieved 
by destroying all stockpiled chemical weapons and by completely stopping 
production. The Convention obliges its signatories to provide information about 
chemical weapons they possess and to destroy them, and to provide information 
about their chemical industry. 

The general obligations of the CWC’s parties can be found in Article 1 of the 
Convention, which reads as follows:

1. Each State Party to this Convention undertakes to never, under any 
circumstances: 

• Develop, produce, otherwise acquire, stockpile or retain chemical 
weapons, or transfer, directly or indirectly, chemical weapons to anyone;

• Use chemical weapons;
• Engage in any military preparations to use chemical weapons;
• Assist, encourage or induce, in any way, anyone to engage in any activity 

prohibited to a State Party under this Convention.
2. Each State Party undertakes to destroy chemical weapons it owns or 

possesses, or that are located in any place under its jurisdiction or control, in 
accordance with the provisions of this Convention.

3. Each State Party undertakes to destroy all chemical weapons it has 
abandoned on the territory of another State Party, in accordance with the 
provisions of this Convention.

4. Each State Party undertakes to destroy any chemical weapons production 
facilities it owns or possesses, that are located in any place under its jurisdiction 
or control, in accordance with the provisions of this Convention.

5. Each State Party undertakes not to use riot control agents as a method of 
warfare.

Since 1997, the executive body of the Convention has been the Organisation 
for the Prohibition of Chemical Weapons – the OPCW, which is based in The 
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Hague. The Organisation supervises international adherence to the treaty, and 
is responsible for the implementation of international regulatory provisions 
and the elimination of global stocks of chemical weapons. A hundred and ninety 
countries are OPCW members.

Despite international conventions, there is a  real danger of countries that 
have not signed the Convention using chemical weapons, and of their use by 
terrorist groups. 

1.3. Biological Weapons

The role of the law is to support positive and to limit negative aspects of 
the development of new technologies, minimising threats and maximising their 
potential benefits. Every effort should be made to ensure that progress is not 
connected with increasing danger, but is used to improve the people’s standard 
of living. Additionally, modern biotechnology shows enormous potential for 
improving people’s well-being as long as it is developed using proper security 
measures with regard for the environment and people’s health. Considering 
this, one has to highlight the necessity to make constant efforts to create such 
provisions that make it possible to fully exploit the potential of biotechnology, 
while at the same time ensuring protection against potential threats that arise out 
of its development.

Scientific research into the improvement of medical treatment methods and 
the prevention of infectious diseases is fully justified. However, the results might 
also be used for the wrong purposes. Some states or terrorist groups, under the 
pretext of undertaking scientific activity (to create vaccines against infectious 
diseases), use the developments of biological sciences, including microbiology 
and genetic engineering, in an attempt to create weapons of mass destruction. 
The possibility of obtaining and using highly infectious micro-organisms or their 
toxins for bioterrorist purposes makes it necessary to exercise strict control over 
such research – not only over materials that could be used as weapons, but also 
over the possibility of such agents being obtained by non-governmental groups. 
This security should ensure the prevention of the production and stockpiling 
of biological weapons, and its effectiveness should be guaranteed by signed 
international agreements forbidding the use of biological weapons.

The first attempt to develop regulations on biological weapons was the 
Geneva Protocol, signed on 17 June 1925, which banned the use of biological 
and chemical methods of warfare. The guarantee for the provisions of the treaty 
was the obligation of such countries as the United Kingdom, France, China and 
the United States to retaliate against countries that break the established rules 
by deciding to use biological or chemical weapons. The treaty was signed by 108 
countries, and Poland ratified it on 4 February 1929.
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The Geneva Protocol bans any use of bacteriological methods of warfare 
during armed conflict. Today, this ban is a  commonly-binding standard of 
international law, which has been confirmed by numerous resolutions of the UN 
General Assembly. However, while it covers the use of bacteriological weapons 
during war, it does not cover activities preceding preparations for war, meaning 
research on biological weapons, their production and stockpiling. As such, it was 
necessary to sign an agreement that would also cover peacetime. Consequently, 
on 10 April 1972, the Convention on the Prohibition of the Development, 
Production and Stockpiling of Bacteriological (Biological) and Toxin Weapons 
and on their Destruction (a.k.a. the Biological Weapons Convention – BWC) 
was signed, and it was ratified on 26 March 1975. The most important obligations 
of the state parties to the BWC are as follows:

 – Article I – Each State Party to this Convention undertakes never under 
any circumstances to develop, produce, stockpile or otherwise acquire or retain: 
microbial or other biological agents, or toxins whatever their origin or method of 
production, of types and in quantities that have no justification for prophylactic, 
protective or other peaceful purposes; weapons, equipment or means of delivery 
designed to use such agents or toxins for hostile purposes or in armed conflict. 

 – Article II – Each State Party to this Convention undertakes to destroy, or 
to divert to peaceful purposes, all agents, toxins, weapons, equipment and means 
of delivery.

 – Article III – Each State Party to this Convention undertakes not to transfer 
to any recipient whatsoever, directly or indirectly, and not in any way to assist, 
encourage, or induce any State, group of States or international organisations 
to manufacture or otherwise acquire any agents, toxins, weapons, equipment or 
means of delivery.

 – Article IV – Each State Party to this Convention shall take any necessary 
measures to enforce the BWC’s provisions.

 – Article V – The State Parties to this Convention undertake to consult one 
another and to work together in solving any problems that may arise in relation to 
the objective of, or in the application of the provisions of, the Convention.

 – Article VI – Any State Party to this Convention that finds that any other 
State Party is acting in breach of its obligations deriving from the provisions of 
the Convention may lodge a complaint with the Security Council of the United 
Nations. 

 – Article VII – Each State Party to this Convention undertakes to support 
or provide assistance, in accordance with the United Nations Charter, to any 
Party to the Convention that so requests it, if the Security Council decides that 
such Party has been exposed to danger as a result of violation of the Convention. 

 – Article X – The State Parties to this Convention undertake to implement 
the above provisions in a  manner that encourages peaceful use of biological 
sciences and technology.
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The provisions of the Convention also cover weapons that might be 
produced using genetic engineering and other developments of modern 
biotechnology. Consequently, the notion of ‘black biotechnology’ was 
introduced. This refers to the use of biotechnology in the context of such 
threats as biological war and bioterrorism to harm people, animals and plants. 
Activities were also undertaken based on other international agreements, 
to control black biotechnology and compliance with the ban on the use of 
biological weapons. One example of this is the so-called Australian Group 
(AG), which involves the cooperation of 41 countries (including Poland), and 
the European Commission. The aim of the Group is to minimise the threat 
of the spread of biological and chemical weapons through coordination of 
its members’ export policies. This is achieved thanks to Common Control 
Lists –  lists of goods and technologies that, because they can be used in the 
production of biological or chemical weapons, are subjected to special export 
control. The biological agents on the Australian Group’s lists also include 
genetically modified organisms (GMOs). Moreover, the state parties to the 
Biological Weapons Convention undertake to submit to the UN annual reports 
on the outbreak of epidemics, on facilities conducting research on the methods 
of protection against biological weapons, scientific conferences organised in 
specific facilities, and the exchange of information and scientists.

The Convention was the first multilateral treaty that effectively banned 
developing, producing, acquiring, transferring, stockpiling, and using biological 
and toxin weapons. However, the BWC does not forbid conduct of research into, 
and improvement of, agents that ensure protection against such weapons, as 
such research is necessary to produce new drugs and protective agents. Thus, it 
makes it possible to conduct secret activities and makes it difficult to verify the 
compliance with its provisions. 

Another international agreement – and the first to be directly connected and 
devoted in whole to the protection of the environment and human health against 
the potential dangers of modern biotechnology – is the Cartagena Protocol on 
Biosafety (CPB), which was drawn up on 29 January 2000 in Montreal. The 
Cartagena Protocol covers modified organisms being the products of modern 
biotechnology. These include organisms the characteristics of which pose a threat 
to the health of people, animals or plants, and which could be used as biological 
weapons. 

There are also other initiatives aimed at preventing the use of, and controlling 
the production of, biological agents that could be used as biological weapons. 
However, these are mostly informal.
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